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ABSTRACT
Deployed software, now-a-days, are continuouslyeumtack. Attackers have been exploiting

vulnerabilities for decades and seem to be inangasieir attacks. Firewalls, intrusion detectiod amtivirus
systems cannot simply solve this problem to théralele extent. Only a concerted effort, by the wafe
development community for building more securewafe can foil attackers and allow users to feetquted from
exploitation. It is observed that each phase of3B&C should include the appropriate security caste
mechanism and countermeasures. From requirementgytihdesign and implementation to testing andajepént,
security measures must be embedded throughouih€ $hases. Authentication is one of the measuveeption
mechanisms, which is broadly accepted. Appropi@tel of authentication may be well enforce segugatures
and hence ensure security. In this paper, varititibaes of ‘Authentication’ Policy are identifiethd then a
weightage is assigned to each one, followed byitheassessment to integrate steps for securityaisse from the
early in the development lifecycle. This will enalbhe assessment of appropriateness of autheatigatterms of
risk and lead to counter/additional measures fousgy assurance.
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